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The MAILING DATE of this communication appears on the cover sheet with the correspondence address - 
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
• Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 

- Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1)S Responsive to communication(s) filed on 12 November 2003 . 
2a)S This action is FINAL. 2b)n This action is non-fmal. 

3) n Since this application is in condition for allowance except for fornial matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 1 1 , 453 O.G. 213. 

Disposition of Claims 

4) 13 Claim(s) 1-22 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) n Claim(s) is/are allowed. ItCH] 

6) 13 Claim(s) 1-22 is/are rejected. 
?)□ Claim(s) is/are objected to. 

8) 0 Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) 0 The specification is objected to by the Examiner. 

10)^ The drawing(s) filed on 17 November 2003 is/are: a)^ accepted or b)n objected to by the Examiner. 
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 
1 !)□ The oath or declaration is objected to by the Examiner. Note the attached Office Action or fomn PTO-152. 
Priority under 35 U.S.C. §§119 and 120 

12) n Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a)nAII b)n Some*c)n None of: 

1 .□ Certified copies of the priority documents have been received. 

2. n Certified copies of the priority documents have been received in Application No. . 

3. n Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 

1 3) ^ Acknowledgment is made of a claim for domestic priority under 35 U.S.C. § 1 1 9(e) (to a provisional application) 

since a specific reference was included in the first sentence of the specification or in an Application Data Sheet. 
37 CFR 1.78. 

a) □ The translation of the foreign language provisional application has been received. 

14) n Acknowledgment is made of a claim for domestic priority under 35 U.S.C. §§ 120 and/or 121 since a specific 

reference was included in the first sentence of the specification or in an Application Data Sheet. 37 CFR 1 .78. 
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DETAILED ACTION 



Remarks 

1. In response to communications filed on 12-November-2003, claims 1 and 6 are amended, 
and new claims 14-22 are added per applicant's request. Therefore, claims 1-22 are presently 
pending in the application. 



2. The following is a quotation of 35 U.S. C. 103(a) which forms the basis for all obviousness 
rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that said subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 



3. Claims 1-3, 5-10, and 14-22 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Brownell (U.S. Pub. No. 2002/0169980) in view of Crichton etal (U.S. patent No. 



As to claim 1, Brownell teaches a method of providing access (see Abstract) to a server 
inside a firewall (see figure 3; paragraph 1; and see paragraph 77) comprising the steps of 

receiving at a first proxy outside the firewall a connection request from a cUent (see 
paragraph 62) that is also outside the firewall (see Abstract, where "client is also outside the 
firewall" is read on "a user on an external host logs in into a firewall", and see paragraph 99); 



Claim Rejections - 35 USC §103 



6,104,716.) 
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sending the connection request through the firewall (see paragraph 99, where a first 
connection from the client to the firewall, and a second connection fi*om the firewall to the 
inside host is discussed), over a control channel previously estabUshed (see paragraph 52) by 
a second proxy inside the firewall (see paragraphs 78 and 99); and 

authenticating the cUent (see paragraph 68.) 

Brownell does not teach: 

the second proxy authenticating the client; and 

the second proxy establishing a data connection with the first proxy, through the firewall, 
through which the first proxy can forward requests of the client to the second proxy. 

Crichton et al teaches a communication protocol across one or more firewalls (see 
Abstract), in which he teaches: 

the second proxy authenticating the client (see column 2, lines 26-27; column, and see 
column 6, lines 16-39); 

the second proxy establishing a data connection with the first proxy, through the firewall 
(see column 2, lines 32-55, and see column 5, lines 17-25, where "data connection" is read 
on "initiate a connection and passes data"), through which the first proxy can forward 
requests of the client to the second proxy (see column 4, lines 42-50, and see column 6, lines 
40-47.) 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
tune the invention was made to have modified Brownell to include the second proxy 
authenticating the cUent; and the second proxy establishing a data connection with the first 
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proxy, through the firewall, through which the first proxy can forward requests of the client 
to the second proxy. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Brownell by the teachings of Crichton et al , because 
including the second proxy authenticating the client; and the second proxy establishing a data 
connection with the first proxy, through the firewall, through which the first proxy can 
forward requests of the cUent to the second proxy, would enable the system to authenticate 
the authorized users and ensure that the users requests and received by the firewall through 
the first proxy, and forwarded to the appropriate destinations via the second proxy, in order 
to provide an end-to-end connection between the users and the systems, as taught by 
Crichton et al (see column 2, lines 32-41, and see column 4, lines 42-50.) 

As to claim 2, Brownell as modified teaches the method further comprising the step of 
receiving a requested resource at the second proxy fi*om the server inside the firewall (see 
Brownell paragraphs 77-78) and using the established connection between the second proxy 
and the cUent to forward the requested resource to the client (see Brownell figure 3; 
paragraph 50, where "requested resource" is read on "web page", and see paragraphs 100- 
102.) 

As to claim 3, Brownell as modified teaches wherein the resource is a document 
containing hyperUnks to other resources (see Brovmell paragraph 50, where "document 
containing hyperhnks to other resources" is read on "web page".) 
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As to claim 5, Brownell as modified teaches wherein the document is a Web page (see 
Brownell paragraph 50,) 

As to claim 6, Brownell as modified teaches wherein the data connection (see Brownell 
paragraph 45, where "data connection" is read on "a two-way data communication") uses a 
secure communication protocol (see Brownell paragraph 49; page 5, paragraphs 58, 60, and 



As to claim 7, Brownell as modified teaches wherein the secure communication protocol 
is SSL (see Brownell paragraph 67, and see Crichton et al , column 6, lines 24-39.) 

As to claim 8, Brownell as modified teaches wherein the client is a browser (see 
Brownell paragraph 50) and the server is a Web server (see Brownell paragraph 50, where 
"web server" is read on "servers that participate in the World Wide Web".) 

As to claim 9, Brownell as modified teaches wherein the client is authenticated using a 
password mechanism (see Brownell paragraph 70, where "password" is read on 
"passphrase".) 



65.) 
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As to claim 10, Brownell as modified teaches wherein the client is authenticated using a 
onetime password mechanism (see BrownelL paragraph 71, where "one time password 
mechanism" is read on "challenge/response authentication",) 

As to claim 14, Brownell as modified teaches the method further comprising the step of 
receiving at the second proxy, in response to the request for a resource from the second proxy 
(see Crichton et al column 2, lines 32-55), the requested resource from the server inside the 
firewall (see Crichton et al , column 6, line 66 through column 7, hne 5) and using the 
established connection between the second proxy and the client to forward the requested 
resource to the client (see Crichton et al , column 4, lines 42-50, and see column 6, lines 40- 



As to claim 15, Brownell et al as modified teaches the method further comprising the step 
of receiving from the first proxy, at the second proxy (see Crichton et al column 6, lines 24- 
47) , a request for a resource of the server (see Crichton et al , column 4, lines 42-50, and see 
column 6, lines 40-47.) 

As to claim 17, Brownell as modified teaches wherein the client is authenticated (see 
BrownelL paragraph 68, and see Crichton et al column 2, lines 26-27; column, and see 
column 6, lines 16-39) via the control channel (see Brownell paragraph 52) using a password 
mechanism (see Brownell , paragraph 70, where "password" is read on "passphrase".) 



47.) 
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As to claim 18, Brownell as modified teaches wherein the control channel is maintained 
by sending a command that requests a response, over the control channel, at intervals that 
insure a silent period of no more than a pre- selected value (see Brownell . paragraphs 76-78.) 

As to claim 19, Brownell as modified teaches wherein the control channel is adapted to 
carry a Umited number of different messages (see Crichton et al . column 6, line 40 through 
column 9, line 67.) 

As to claim 20, Brownell as modified teaches wherein the control channel is adapted to 
carry messages from a set that consists of 

a message sent by the second proxy to establish the control channel (see Crichton et al 
column 6, line 63 through column 7, line 5), 

a message sent by the first proxy to request estabUshment of the data connection (see 
Crichton et al , column 7, lines 6-9), 

a hailing message that expects a reply (see Crichton et al , column 7, lines 10-28), and 

a reply message that acknowledges the hailing message (see Crichton et al . column 7, 
lines 29-34.) 



As to claim 21, Brownell as modified teaches the step of estabUshing the data connection 
is followed by a step of the second proxy sending a message to the first proxy, over the data 
connection, to inform the first proxy of the establishment of the data connection (see 
Crichton et al . column 7, lines 10-14, and see column 8, lines 24-52.) 
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As to claim 22, Brownell as modified teaches wherein the control channel is maintained 
by periodically one of the proxies sending a command that requests a response from the other 
one of the proxies (see Crichton et al column 6, Une 62 through column 7, line 9.) 

4. Claims 4 and 16 are rejected under 35 U.S. C. 103(a) as being unpatentable over Brownell 
(U.S. Pub. No. 2002/0169980) in view of Crichton et al (U.S. patent No. 6,104,716), as 
appUed to claims 1-3, 5-10, and 14-22 above, and further in view of Malcolm (U.S. patent 
No. 6,256,631.) 

As to claim 4, Brownell as modified teaches the second proxy (see Brownell paragraph 
100, and see paragraph 120.) 

Brownell as modified still does not teach translating the hyperlinks in the document into 
references. 

Malcolm teaches a method of automatic creation of hyperlinks (see Abstract), in which 
he teaches translating the hyperlinks in the document into references (see column 5, lines 22- 
42.) 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Brownell as modified, to include translating 
the hyperlinks in the document into references. 

, It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Brownell as modified, by the teaching of Malcolm, 
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because translating the hyperlinks in the document into references, would enable the system 
to generate references from hyperlinked documents, in order for the users to easily retrieve 
the referenced documents. 

As to claim 16, Brownell et al as modified teaches wherein the connection request 
comprises a URL (see Malcolm, column 2, lines 49-51), the method further comprising the 
second proxy executing the step of 

Translating the URL to a URL that corresponds to a URL of a server inside the firewall 
(see Malcolm , column 5, Unes 32-42, and see column 8, lines 18-22); and 

estabUshing a connection with the URL (see Malcolm , column 6, lines 12-20.) 



5. Claims 11-13 are rejected under 35 U.S.C. 103(a) as being unpatentable over Brownell (U.S. 
Pub. No, 2002/0169980) in view of Malcolm (U.S. patent No. 6,256,631.) 

As to claim 1 1, Brownell teaches a method of providing a client access (see Abstract) to a 
resource stored behind a firewall (see figure 3; page 1, paragraph 1; and see pages 6-7, 
paragraph 77) comprising the steps of 

parsing the resource for hyperlinks to other resources behind the firewall (see page 4, 
paragraph 50, where "resources for hyperlinks" is read on "web page"); and 

transmitting the resource to the client (see page 4, paragraph 50, where "resource" is read 
on a "web page".) 
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Brownell does not teach rewriting the hyperlinks to point to a proxy enabled to access 
resources behind the firewall. 

Malcolm teaches a method of automatic creation of hyperlinks (see Abstract), in which 
he teaches rewriting the hyperlinks to point to a proxy enabled to access resources behind the 
firewall (see column 5, line 60 through column 6, line 2.) 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Brownell to include rewriting the hyperlinks 
to point to a proxy enabled to access resources behind the firewall. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Brownell by the teaching of Malcolm , because 
rewriting the hyperlinks to point to a proxy enabled to access resources behind the firewall, 
would enable users to locate newly generated documents, identified by the system's re- 
writing of the document' s hyperlinks. 

As to claim 12, Brownell as modified teaches wherein the resource is a Web page (see 
Brownell page 4, paragraph 50.) 



As to claim 13, Brownell as modified teaches wherein the rewritten hyperlinks (see 
Malcolm , column 5, lines 22-42) also comprise security information (see Brownell page 4, 
paragraph 49; page 5, paragraphs 58, 60, and 65.) 
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Response to Arguments 



6. Applicant's arguments filed on 12-November-2003 with respect to the rejected claims in 
view of the cited references have been fully considered but they are moot in view of the new 
grounds for rejection. 



7. Applicant's amendment necessitated the new ground(s) of rejection presented in this Office 
action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a), 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until 
after the end of the THREE-MONTH shortened statutory period, then the shortened statutory 
period will expire on the date the advisory action is mailed, and any extension fee pursuant to 
37 CFR 1. 136(a) will be calculated fi'om the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the date of 
this final action. 



Conclusion 



8. Any inquiries concerning this communication or earlier communications fi'om the examiner 
should be directed to Tony Mahmoudi whose telephone number is (703) 305-4887. The 
examiner can normally be reached on Mondays-Fridays from 08:00 am to 04:30 pm. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Dov Popovici, can be reached at (703) 305-3830. 



tm 



January 13, 2004 




